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Continually authenticate, access,
and monitor user activity patterns
to govern users’ access and
privileges while protecting and
securing all interactions.

Devices
Understanding the health and

RE

Bl E R 5w 7 HY -, status of devices informs risk
decisions. Real time ins ection,
W 7 RIS EARRE assessmentand ppatchln

informs every accessrequest.

Applications
& Workloads

Secure everything from
Applicationsto hypervisors, to
include the protection of containers
and virtual machines.

FEREXE TR
IREEART - EHH -
BRE

DOTmMLPF-P Execution Enablers*

Visibility & e e
Analytics &7 . @EIBIE 7 EEEH)

Analyze events, activities and behaviors
to derive context and apply AlI/ML to
achieve a highly personalized model that
improves detection and reactiontimein
making real-time access decisions.

Automation & BHs)(LEHE -
Orchestration B#CRIEREEET

Automated security response based
on defined processes and security

(@)
Sl%

Data

Data transparency and visibility
enabled and secured by enterprise
infrastructure, applications,
standards, robust end-to-end
encryption, and data tagging.

B

ERBHREOELE - BERZE
FERRIVREL R E#HNE
BERHRRC

policies enabled by Al, e.g., blocking
actions or forcing remediation based
on intelligentdecisions.

Network &
Environment

Segment, isolate and control
(physically and logically) the network
environment with granular policy and
access controls.

AP SR 1R
gg‘g/ﬁ $H/\\H Eﬂiﬁ \gu , ﬂﬁg&
TE 7 ENBUER
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Device

Application and
Workload

MNetwork and
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o DODEEES=ERE LB TAMENEER - F£45(@8E 1 (Capabilities) 225K - HE
FEEZTHEBEHE -  ALEEZKBEHERBIERSEIELE DT EERAdvanced

level DoD Zero Trust Capabilities
(Target & Advanced Levels)

Target & Advanced Advanced

||rr|||

1.2 Conditional User Access 1.6 Behavioral, Contextual 1D, & Biometri
. 1.3 Multifactor Authentication 1.8 Continuous Authenticatio
User 1.1 User Inventory 1.7 Least Privileged Access 1.4 Privileged Access Mgmt. 1.9 Integrated ICAM Platform
1.5 Identity Federation and User Credentialing
2.1 Device Inventory
. 2.6 Unffied Endpoint ) ) ‘ 2.4 Remote Access
Device i;::'::ﬁ::{efam:g :‘:é“gat:‘d Management (UEM) & Mobile 2.2 Device Detection and Compliance 2.7 Endpoint & Extended
o Device Management (MDM) 2.3 Device Authorization w/ Real Time ~ Detection & Respanse (EDR
nspection & XDR)
Application & o 3.3 Software Risk 3.2 Secure Software Development 3.4 Resource Authorization & || 3.5 Continuous Monitoring and
PP 3.1 Application Inventory e 2 Izt Integration Ongoing Authorizations
Workload
9 L L S TR 4.6 Data Loss Prevention (DLP)
4'.1 Datla Catalog 4.2 DoD Enterprise 4.4 Data Monitoring & Sensing
Data Risk Alignment Data Govemance 4.5 Data Encryption & Rights 4.7 Data Access Control
= Management
Network & 5.1 Data Flow Mapping 5.3 Macro Segmentation 5.2 Software Defined Networking 5.4 Micro Segmentation
Environment
6.1 Policy Decision Point (PDP) & 85 Security EM"?- 5
= Automation Res;x:lnm SOA
| Automation & 6.3 Machine Learning 6.6 API Standardization Pl 6.7 Security Operation Center 6.4 Artficial Intelligence
D Orchestration 6.2 Critical Process Automation (SOC) & Incident Response (IR)
Visibility & 7.1 Log All Traffic 7.3 Common Security 7.5 Threat Intelligence | 7.2 Security Informationand 7.4 User & Entity Behavior Analytics 7.6 Automated Dynamic
Analytics & Risk Analytics Integration Event Mgmt. (SIEM) (UEBA) Policies

EXECUTION Doctrine Organization Training materiel Leadership & Education Personnel Facilities

ENABLERS

Version 1.0 As of 10/04/2022
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» rasserton sami
"CTM&';"': s (I AccessToken| @ AccessToken()
ass fal
@ decrypt)WEAccessToken(string, string)
B s assrtion s a2 @ get)WTAccessTokenAsync(string, string)
®© get)WTClaim(string, string)
public elass fal2 @ validateHSJWTAccessToken(string, string)
crends Jadengobiect © validateRS)WTAccessToken(string, string)
Constructor Summary
 Constructors public class AccessToken
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[levelvalue: 800]
devauthreq response start]]

[levelvalue: 860] [[

[2021-11-16T15:42:03.753+0800] [Payara 4.1] [INFO] [] [] [tid: _ThreadID=28
_ThreadName=http-thread-pool: :http-listener-2(4)] [timeMillis: 1637048523753]

[2021-11-16T15:42:03.755+0800] [Payara 4.1] [INFO] [] [] [tid: _ThreadID=28
_ThreadName=http-thread-pool: :http-listener-2(4)] [timeMillis: 1637048523755]

encryptedChallenge:

device authentication challenge:rGsZUmDD9mdPtg/L+DO7 LEVAYE4puwT jDB201I6WTdk=

5dff40a75f57f7d28cc79301ffbbf9a869b5a09c7203b506ab312cb66bed139e8eb6367a64af19bc30b5a

response [2021- 11 16T15:42:03.761+0800] [Payara 4.1] [INFO] [] [] [tid: _ThreadID=28

[levelva\ue 800] [[
devauthreq response 0K]]

TPM AR INZ challenge

ThreadN =http-thread-pool::http-listener-2(4)] [timeMillis: 1637048523761]

= wazum | | L] asen

e By Tt e Assassmeny

= | REREE
Am 515 ARG

D001 AD

D002 CD

D003 ABC

D004 D

(= L T

RS/ SRDEC

(A)EEEZ 4R : 0.4
(B)Fr s R :0.3
(COFEREESER : 0.2
(D)EHES : 0.1
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