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Compliance starts with the AWS ”"Shared Responsibility Model”
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Responsibility for security “in” the cloud

AWS BN B EER
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Responsibility for security “of” the cloud

gﬁﬁ ;I'SI' Customer data
a8 - EBREX SHEATFIEREE

Platform, applications, identity, & access management

TESR R4 - MES - BHKIEER

Operating system, network, & firewall configuration

ERmEMMBATRERE GARSRMNE (ER2HA/ER) MERELRE (N2/5R/510)

Client-side data encryption & data integrity authentication Server-side encryption (file system and/or data) Network traffic Protection (encryption, integrity, identity)

E% Compute ﬁ%ﬁ Storage .%Ellutg Networking Eﬂ"’s“ﬁ Database

AWS E #* -rL Eﬁ WEBE Hardware

AWS G/obal (&1 Regions BaELEL

Infrastructure  GIFE Availability Zones Edge locations

LINK: https://aws.amazon.com/tw/compliance/shared-responsibility-model/
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Different shared responsibility model for different service types

More Customizable

+

More Customer
Responsibility

CUSTOMER DATA

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC
PROTECTION

PLATFORM & APPLICATION
MANAGEMENT

OS, NETWORK, FIREWALL
CONFIGURATION

COMPUTE / STORAGE /
DATABASE / NETWORK

HARDWARE/AWS GLOBAL
INFRASTRUCTURE

INFRASTRUCTURE

SERVICES
(e.g. EC2)
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CUSTOMER DATA

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC
PROTECTION

PLATFORM & APPLICATION
MANAGEMENT

OS, NETWORK, FIREWALL
CONFIGURATION

COMPUTE / STORAGE /
DATABASE / NETWORK

HARDWARE/AWS GLOBAL
INFRASTRUCTURE

MANAGED
SERVICES
(e.g. RDS)
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CUSTOMER DATA

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC
PROTECTION

PLATFORM & APPLICATION
MANAGEMENT

OS, NETWORK, FIREWALL
CONFIGURATION

COMPUTE / STORAGE /
DATABASE / NETWORK

HARDWARE/AWS GLOBAL
INFRASTRUCTURE

SERVERLESS
SERVICES
(e.g. S3)
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Less Customizable

+
Less Customer
Responsibility

+
More Best
Practices built-in
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Inherit global security & compliance controls

DoD SRG FedRAMP

VPAT
Section 508

CYBER
ESSENTIALS

PLUS

A,

LINK: https:

SINGAPORE

aws.amazon.com/tw/compliance,
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https://aws.amazon.com/tw/compliance/programs/
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Applications built on top of AWS services are not implicitly compliant, customers need to get certified separately

Customer Applications

Applications built on top of
AWS services, are not
security controls (that AWS

services are complaint with).

Customers need to certify
applications separately by
engaging with external

AICPA\ ; auditors.
AWS Services v k : .
Iso SO C ; @ g'?acr?(;g?ds Council
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AWS Architecture Center This is My Architecture

st

AWS Cloud Compliance

AWS Answers

Assurance programs for finance, healthcare, government and more.

AWS Solutions

Case Studies

Security IN the
Cloud

Managed by

Cloud Security

Security OF the
Cloud

Managed by




AWS Well-Architected Define a workload
Tool e g et ey
Learn, measure, and build ==
using architectural best
pract|ces

Define workload

s against current

Pricing (US)

\" H
OG Well-Architected Tool T .

https://aws.amazon.com/well-architected-tool

Getting started

What is the AWS Well-Architected Tool?

AWS
Well-Architected Tosl
'

Getting started video

Pillars

More resources

Benefits and features

FAQ

AWS Well-Architected Partners

Get Enable Continuously
architectural consistent improve
guidance governance architectures
Access the Apply a consistent Support continuous

Lommmard mdmn mmd bhars menraee da balm e [ {ETarR——y


https://aws.amazon.com/well-architected-tool/

AWS Well-Architected Framework

e

Identify the workload
to review
Then answer a series of
questions about your
architecture

AWS
Well-Architected Tool
Review your answers against
the five pillars established by
the Well-Architected
Framework

®
{(:@i?{} Operational excellence

Security

0 D D Reliability

Q Performance efficiency

L _Q 7} Cost optimization

Pillars

Get videos and
documentation related to
AWS best practices

AN

Generate a report that
summarizes your workload review

&‘,

|

View the results or workload
reviews across your organization
in a single dashboard

LINK: https://aws.amazon.com/architecture/well-architected/



https://aws.amazon.com/architecture/well-architected/
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Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

REBR P ERAFREER
Protect data in transit and at rest
= ABIRBEER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html



https://wa.aws.amazon.com/wat.pillar.security.zh_TW.html

AWS EiRlrigZ = iwaT/REE

Design principles for security

ZE IR KIS (755 R E

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

REGBRIPERAFRER
Protect data in transit and at rest
= ABIRBEER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html



https://wa.aws.amazon.com/wat.pillar.security.zh_TW.html

AWS Management Console

Login with Username/Password with
optional MFA (recommended)

Account:
User Name:

Password:

MFA Code:

122 EE87E (Multi-factor Authentication)

APl access

Access APl using Access Key +
Secret Key, with optional MFA

ACCESS KEY ID
Ex: AKIAIOSFODNN7EXAMPLE

SECRET KEY

EX: UtnFEMI/R7MDENG/bPXRfiCYEX _ et
(.
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Assign Role to EC2 Instances instead of kept Access Key and Secret Access Key in disk

Amazon EC2 Instances

( R 1AM BELIET 53 IR

Your

Role: Allow & nc
Application
(ﬂ Amazon S3 access PP

Putoting else RUFI EC2 M - WEMZ IAM BE

Create an IAM role to grant permissions to access S3

Launch an instance with the role

N2 .\.7&
EC2 ERAE - WHSHRIE&E
assumes the role and delivers temporary credentials to the
e AN 2 EE 27 .
BESIELHE ) ERE instance (metadata)
NO distribution of credentials

/L.\FIE:Z
DUk E e R A E G A oA AWS CLI and SDK automatically use the credentials

Automatic credentials rotation to A A
mitigate the use of long term EkZeil mazon
credentials DynamoDB S3

EE}J VoE (rotation) . AWS CLl & SDK EE)J,I%}EHEX/L,\;?Y

adWs

LINK: https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html . >



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Least Privilege Access to Data

= 2\ —+ == O
ﬁiﬁl_% gﬁ% Security best practice
- e/ \BIERSEE R

Start with a minimum set of permissions

- BREFEM FEMAAFER

Grant additional permissions as necessary

1% ﬁﬁ E/] Té BF( EI Define only the required set of permissions

fE 5l B %35 B9 o R (E B F

What actions a particular service supports

- BEEHFRVEIESE

What collection of API actions are required for the specific task

- NITEBRIEFTFRVERRER

What permissions are required to perform those actions

AR HENERZ - BRIER

Review unused users/roles/policies periodically
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Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFfEHREBEERZZG

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

REBB P ERAFERER
Protect data in transit and at rest
mABRREMER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html



https://wa.aws.amazon.com/wat.pillar.security.zh_TW.html

Amazon Virtual Private Cloud (VPC) &4t

Security Components

Sl

Security NAT Flow
Groups & ACLs Gateway Logs

VPC

Virtual Private Cloud

RE AWS WBEREEBE  E06 VPC Endpoints

EEEBUNERBBREFER : .
o <iE AWS RIE ﬁ};fﬁ Private and secure connectivity to Amazon S3 and Amazon DynamoDB

Provision a logically isolated
cloud where you can launch

AW int irtual
S resounr;tevsv(ljr:ko a virtua @) Amazon S3 @) Amazon DynamoDB




&EEE EBREFREUR/NMEARBINER

Well-architected
Account

@ AWS Shield

Load balancer
by > > >

Amazon Amazon AWS WAF Application
Route 53 CloudFront Load Balancer

Route table

@

AWS Amazon EC2 AWS Systems
CloudFormation Image Builder Manager Gateway

i F& R 755Kk 73 P 48 B8 /2 AR

Create network layers

HABEZ/IME

Minimize inbound channel

Route table

Private+NA
Route table

Lambda VPC Endpoints

Ph}wﬁﬁﬁ =] :-&E’J;}Itlz Database

Control traffic at all layers

EH E iR B R B (RETE T

Implement inspection and protection VPC Endpoints

Route table

L 2\A/S

CAVY J
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AWS EiRlrigZ = iwaT/REE

Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R FA O 36 14

Enable traceability

HEMEZEHEET

Automate security best practices

REBB P ERAFERER
Protect data in transit and at rest
mABRREMER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html



https://wa.aws.amazon.com/wat.pillar.security.zh_TW.html

AWS CloudTrail - ;% IR3{AY AWS API 7=

Web service that records AWS API calls for your account and delivers logs

A (\Nho ) BF (When) ittt (Where) E (What) #1 (Which)

Runlnstances

. o) BT _ Stoplnstances r-r. r-r. r-r.
LR

Web console Updatelnstancelnformation
John 54.2.1.100

d _ Terminatelnstances rr. rr. rr.

2021/01/01 00:01:00 &= CreateBucket

CLI

54.2.1.102

UpdateSecurityGroup




AWS Config - GLEEAMFHEERHY AWS EIRRVECE

Record and evaluate configurations of your AWS resources

aws Services ¥ Q  Search for services, features, marketplace products, and docs

AWS Config AWS Config Resources AIDAR5M5ZSLREAJKR7PBL Timeline

Timeline

Dashboard

Conformance packs .
P General details

Rules
Resources Resource ID Resource type
v Aggregators AIDARSMS5ZSLREAJKR7PBL AWS::IAM::User
Conformance packs
Rules

Events
All times are in Asia/Taipei (UTC+08:00)

Resources
Authorizations
Advanced queries

June 29, 2021
Settings

[Option+S]

Resource name
bardlan

Start date

2021/07/01

4\ bardlan @ bardlan ¥

N. Virginia ¥

Event type

All event types

Support ¥

07:23:05 [E CloudTrail Event

What's new [4 Event time User name

Documentation [4 June 29, 2021 7:23 AM bardlan

Partners [

Event name
DeleteUserPolicy

View event
CloudTrail [2

FAQs [4
07:22:48 [E CloudTrail Event

Pricing [4

Event time User name
June 29, 2021 7:22 AM bardlan

Share feedback [4

June 22, 2021

Event name

PutUserPolicy

View event
CloudTrail [4

16:56:10 [# CloudTrail Event

16:53:50 [E CloudTrail Event

Feedback  English (US) ¥

® 2008 - 2021, Amazon Web S Inc. or its affilia

Privacy Policy

Terms of Use

Cookie preferences




Amazon CloudWatch

= EN{EE

= FRREN R SR

Integration architecture of Amazon CloudWatch

On-Premises
® @ @

AWS Services
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Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

BHENMEZERIEE

Automate security best practices

REGBRIPERAFRER
Protect data in transit and at rest
= ABIRBEER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html
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AWS Security Hub - ZF Bl §RC

AWS Security Hub - Security and compliance center

Account 1
Account 2 ----
Account 3 -~

oA RI
FRER AWS BRSE

Enable AWS Security Hub for
all your accounts

NWEZSHLHEE
HIBEE&

Continuously aggregate and
prioritize findings

HlEBHECE Aim
BAGE
Conduct automated
compliance scans and checks

RiIEZ =4I
PREVTE
Take action based on
findings




mIEEE  MABa%RE
Automated security checks

aws S Eaa I [Option+S] £\ bardlan @bardlan v @EETMILE v XE v

Security Hub

AWS ERF R REE v1.0.0 A AWS 5l CIS AWS Foundations E%E v1.2.0 i%F Aws i

it it

AWS ERZ2RERBIFEZ—EBEIELRRE » FRA AWS IRE B NERDT Center for Internet Security (CIS) AWS Foundations E% v1.2.0 2—#48 AWS &L 24
BANESRERMERT - ZITHEH AWS R2ERES - BAEBOREOEFRIEEEIR RRER(EET © Ib Security Hub IRESRIZ CIS BRIMAIE - BEREMLNERERER
REIRTE AWS IR ZARAE » WIKE AWS REPIFNEGRAIIRTS =

Z2HH e

. ( 69% £ 21%

PCI DSS v3.2.1 iR/ AWS 5iffi

fit

ZAREXBENR2IRE (PCIDSS) v3.2.1 BFK « REN/FEHRH FABNNREE
ARBARAE o b Security Hub fRAEERYE PCI DSS ZRIVMAIR - BEREBNSRER
E2E -

)

l 55%
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Take Action for Non-compliant configurations

@\

AWS Security Amazon

AWS Security Hub | Cloudwatch
Services I

OR » » CloudWatch

Partner Selected Event

solutions findings
and

insights

[

15/,5” Detect ] %% Aggregate ] [ ﬁ%ﬁé@ﬁﬁ Report ]

Target
options

N

[ REVATE) Take Action ]
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Cl/CD

5 22 [ ER Development
REZRAEZE Speed is Critical

F&RBIPEER Mid Stage(s)

H#EPBEER Production

O =5

mE £2EAEZ Quality is Critical

Master \ >

=BEHEE

Fully automated
T deployment

oL
&

N

Small changes

]

WEARER A E L SRR EL

Pessimistic rules & tests

FEEAF Integration
B & AF Load
Z 2 MR Security
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B ITIETV ISR A UBERIE

Automate code reviews and optimize application performance with ML-powered recommendations

CodeGuru Reviewer

l

</>

| S

E‘Fﬁgé Coding

ARl BN PHNZ =
i i) 5 2 LA 5% 35 AV R
bz - WiRRIZEE

Built-in code reviews with actionable
recommendations

CodeGuru Profiler

2B BRIE Build and test ERE Deploy Measure

EERE R R A E(E B B e Rl = B IR IR P R 14
R B EMAEZCHS FEEARN AN EHR S

Detect and optimize the expensive lines of Easily identify performance and cost
code preproduction improvements in production environment




AWS EiRlrigZ = iwaT/REE

Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

REBHPERNMFBEREERN
Protect data in transit and at rest

= ABIRBEER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html



https://wa.aws.amazon.com/wat.pillar.security.zh_TW.html

x(EEE | RUAEIRa: IR FEERINZ

Enable default encryption

AWS Key Management Service (KMS) X e
Z2EIZE - = - WA SRINR 2 RAVTE RS

Managed service to securely create, control, rotate, and use encryption keys

N T"1 R

Data Key 1 Data Key 2 Data Key 3 Data Key 4

AWS CloudTrail D= R P==- °"’ °"

S BBEE (BIZ - MR - MR - RESERRE) ’

Centralized key management (create, delete, view, set policies)
(EA G E2HZ 8 (Import your own keys)
sl B B EIHI 2 iR ERI2 (Enforced, automatic key rotation)

—

Amazon  Amazon EBS Amazon RDS  Application
S3 Object Volume

LINK: https://aws.amazon.com/kms/



https://aws.amazon.com/kms/

AWS EiRlrigZ = iwaT/REE

Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

PREBHPERAFREER
Protect data in transit and at rest
FASERER

Keep people away from data

MR EEIER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html
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&IEEE  BEARRBHENERIRF

keep people away from data

s FMEFEIRLEZE B4 R & Y P Rl SR A - {EXEBIEERR
- Don't store - Data categorization - Isolate - Infrastructure as code

- BRERERAXIVER EEERNNERE ERITERZEEER - Policy as code

- Don't grant - Data encryption - Tooling ® HﬁZKEEﬂ%l]

BEERNES HERABNERIRE - Version control

- Data masking - Eliminate human access

kFBEEHBIE

- Tokenize data
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Design principles for security

ERVAL:DN:NE= g gl B

Implement a strong identity foundation

EFBEREEERZEN

Apply security at all layers

R BB A 1%

Enable traceability

HEMEZEHEET

Automate security best practices

ReEBEPERAFEER
Protect data in transit and at rest
EASEBER

Keep people away from data

REZEHEER

Prepare for security events

LINK: https://wa.aws.amazon.com/wat.pillar.security.zh_ TW.html
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NEENEMZEEBEEIES

Keep up to date with security threats & recommendations

CVEs
Social media Subscribe AWS Marketplace
Forums

https://aws.amazon.com/blogs/
https://aws.amazon.com/security/
https://cve.mitre.org/
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5. Create a playbook
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Aligning to the NIST Cybersecurity Framework (CSF) in the AWS Cloud (NIST 800-53)

& o Qe R

AWS Transit Amazon AWS loT Amazon Amazon Amazon Amazon AWS Step AWS Systems AWS
GuardDuty Macie CloudWatch  Functions Manager Lambda

AWS Control AWS Amazon VPC A\S) Resource AWS Amazon AWS
Tower Trusted PrivateLink Direct Access Directory Inspector  Security Hub

Eﬁﬁ /“':lJ Identify 1% E% Protect 1E ;,E‘U Detect
QL0 3 DX =
w K OB &8 .=

AWS Service AWS Config AWS Shield AWS Secrets Amazon
Catalog Manager Cognito

‘8 7] & < e o & ¢

e &% D o W 6

Security Hub Organizations Gateway VPC Device Cloud
Defender Directory

o@»o @ {ﬁb @ ﬁi}] Automate

RS

}iﬁ‘g Respond

Eﬁ =) Investigate

AWS Well- AWS AWS AWS AWS Amazon AWS Amazon Personal
Architected Systems Firewall Certificate ~ CloudHSM CloudWatch  CloudTrail Detective Health
Tool Manager Manager Manager Dashboard

AWS AWS
OpsWorks CloudFormation

o

AWS Cross
Backups Region/
Account
Backup

1%% Recover
G o

Amazon S3 AWS Storage
Glacier Gateway

Snapshot Archive

adWs

v"




BZzZE=aFRHFHEERDZERR ESRE AWS Marketplace

Largest ecosystem of security partners & solutions

Eg Fﬁ %Q lgﬁ ﬁ i Application Security E ;I'SI' 1% lgié ﬁ 7] I] ‘E Data Protection and Encryption
imperva

@okta Pingldentity Hsymantec. | & Barracuda : PRIVITAR (H)HashiCorp Weign Vormetric

enelogin §savivnt BUS IMMUTA

E::RTINET i threat stack Fi:RTINET SATAGUISE OKERA gemalto’ :# wirewheel (¥ Symantec

v :
g f fj B i . . N ) - :
EE*’% ’ﬁi ﬁfﬁ %E £ i Host and Endpoint Security 7IEI\ ;E > El: I‘XA/'L ,Ei /El\ %ﬁ. Governance, Risk, and Compliance E E,%:\ Eaﬁi > EE }% . rk ’E fﬁ
B 53 47

ng, Monitoring, Threat Detection, and

External U McAfee : v/ Symantec. (% DivwyCloud d cavirin - e 8

Together is power.

Network < CROWDSTRIKE
i ¢.’ aqua 15381 (BB 92 %8 IR FETNBE) Detective (some Responsive) sumo Iogic

splunk>  RAPIDM

:%E.I Eﬁ ,ﬁi E E% Eﬁ Eﬁ ﬁ 2 Network and Infra Security @ . AT&T Cybersecu I’Ity
Qualys =

: @ Lacework (), cHecKkmARX _

’ TREND, :
J MICRO" 'SOFTWARE TECHNOLOGIES LTD. CcIsco : : : A, -
i : : SRS Compliance Archiving

/\ @ Cloud Conformity loudPassage & CloudCheckr

U McAfee = FzRTnET (@) : : 2 VERINT workiva

Together is power.
@i l(Barraouda

SOPHOS PROTECTWISE" @2 zscaler TIGERA

l( Barracuda ‘GuardiCore Otenable @ Qualys

LINK: https://aws.amazon.com/marketplace/solutions/security
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AWS Cloud Security Resources

AWS BigR2 HE R2EE SMEB  ANRE-  BE-  RE- 8 AWS BigzE WR R2EB SHAEB 3 & BlogHome  Category ~  Edition = Follow ~

AWS Security Blog

AWS fg [=] “ AWS re:Inforce 2022: Threat detection and incident response track preview

by Celeste Bishop and Charles Goldberg | on 23 JUN 2022 | in Announcements, AWS Re:Inforce, Events, Security, Identity, &

mm%ﬁﬂﬁ?p?hﬂ@ RN T2 / g Compliance | Permaink | @ Comments | Share
N { Register now with discount code SALXTDVaB7y to get $150 off your full conference pass to AWS re:Inforce.
For a limited time only and while supplies last. Today we're going to highlight just some of the sessions
focused on threat detection and incident response that are planned for AWS re:inforce 2022. AWS re:Inforce
isalearning[...]

MARMNENORRRIERS - ARERTRARBENELAM AWS BRBNRZARIME | REneERZhEmn Read More
FUF AWS EREETREEARRNY - Bt - RPVERUHIE TORDIGEM - SthATNTRIRMOR MM RSS WE I TRRZ BSER
FHE)AWS - SIS EEMENRHENED  WHALXSEEE BRINEE HEEEEORTRR - < ;::ra/:‘\ldvs whitepaper: AWS User Guide to Financial Services Regulations and Guidelines in New
Elﬁﬁ%??mﬁﬁ%%ﬁ 1EB AWS BF » IGHE2 1 AWS BRROAZ by Julian Busic | on 21 JUN 2022 | in Announcements, Security, Identity, & Compliance | Permalink | @ Comments | @ Share
1R - THENER - 55 BREANXERERE < BE AWS » GaIlL 7 . Amazon Web Services (AWS) has released a new whitepaper to help financial services customers in New
EIRI 4 e, =3 (27 10 A Pl SEES > 1B i Zealand lerate theil f the AWS Cloud. Th AWS U Guide to Fil ial Servi Re lati
il HES Apach Logt RS LS e e e e

Resilience—continues our efforts to help AWS [...]
Windk AWS VPN J |
AWS TREEBRTFNR2EN - BLATUSEONBERBRRNAN (22 ANS Securty? ENE Wandows £, A0S I VEN NI Read More

FRRBRISISEE - ; Fﬁﬁgﬁﬁﬂﬁait AWS i f@ﬂ'ﬁ = E &4 Amazon RDS PostgreSQL R

https://aws.amazon.com/securit : [ j ] blogs.aws.amazon.com/securit

AWS Solutions Library Industry v Technology ~  Resource Libraries ~ azon Linux Security Center PUDZLIILOE  Amazon Linux2  AmazonLinux2022  Announcements
Below are bulletins for security or privacy events pertaining to the Amazon Linux AMI. You can also subscribe to our RSS feed.

Date Created | Date Updated  ALAS Severity Package CVE(s)

s Library
2022-06-13 16:56 2022-06-15 18:44 AL/ 1 Important  log4]

SOlUtlonS or Securlty & cOmplla nce = : 2022-06-06 19:52 2022-06-09 19:01 ALAS-2022-1600 Medium  containerd CVE-2022-31030

2022-05-31 23:47 2022-06-09 18:57 ALAS-2022-1598 Important xz CVE-2022-1271

ERZZANPPELRNPORZEAML - RERTHERHNEROEA - ARG CRUEERBEARBAMHETRE - T2 g e e e = = = G
fimm%agmmigla B ARHGE TR RORAORAR - Bt - ERRSREFR AWS WRAFARE - HhEFAR g g . = X = e
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